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Response to the Draft OPC Position Paper on 

Online Reputation 

Arija Fisher,1Kris Joseph,2 and Lorisia Macleod3 

 

Dear Mr. Therrien, 

1. Thank you for the opportunity to comment on the Draft Office of the Privacy 

Commissioner’s (OPC) Position on Online Reputation. We are graduate students in 

the Master’s of Library and Information Studies (MLIS) program at the University of 

Alberta and have examined the position paper from the perspectives of information 

ethics, access to information, privacy and intellectual freedom. In addition, we have 

created and facilitated hands-on workshops for members of the public on the topic of 

online privacy protection4, and observations from those workshops have informed 

our views on digital literacy. All of the values expressed in our work are core to the 

practice of librarianship and information management and connect deeply to the 

work of your office. Our comments are organized in response to the questions posed 

in your office’s Notice of Consultation and Call for Comments on Draft Online 

Position Paper. 

Is the position clear? 

2. In light of the full range of comments received during the initial consultation, we 

find the Draft OPC Position on Online Reputation to be exceptionally clear in its 

approach to the balance between an individual’s right to privacy and the concept of 

public interest as it relates to freedom of expression. This position reflects a nuanced 

approach to perspectives on access to information and censorship provided by 

journalistic and other organizations.5 As primary enforcement mechanisms, the 
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paper describes de-indexing and source amendment (or takedown) as critical tools 

and works to justify the use of these mechanisms, as much as possible, within the 

framework of current legislation. Though we have concerns and questions about the 

scope and application of these mechanisms, as will be outlined in paragraphs 13-17, 

the instruments themselves are well-articulated.  

3. The unique situation of young people, who are often crafting and revising their 

identities in online contexts, is a notable and worthy focus. We agree that this 

community requires special consideration due to their legal status and as a result of 

actions that may be performed by their parents. We will provide some additional 

thoughts on this topic in the sections that follow. 

4. We agree strongly with the OPC’s position that increased privacy education is 

needed and that a national focus is vital. The rights-based privacy program 

advocated by the OPC, alongside the Canadian Council of Ministers of Education, is 

of great interest. We believe that the OPC and non-profit organizations like 

MediaSmarts6 can provide leadership and knowledge in the creation of this 

curriculum and are a critical source of expertise. Further, we recommend that these 

tools be created as Open Educational Resources (OER)7 to facilitate distribution, 

evolution, adaptation, and multiple modes of delivery.  

Of the positions taken in this paper, have we struck an 

appropriate balance between individuals’ right to privacy and the 

right to free expression? Why or why not? 

A new perspective: Westin’s taxonomy 

5. Alan Westin’s taxonomy differentiates between four states of privacy.8 The first 

three of his four states are “solitude” (separation from a group or the observation of 

others), “intimacy” (seclusion within a closed and relaxed relationship), and 

“anonymity” (freedom from identification and surveillance). The fourth state, which is 

most relevant to our comments, is “reserve,” which allows for the creation of barriers 

                                                                                                                                                 
the-opc/what-we-do/consultations/consultation-on-online-reputation/submissions-received-for-the-
consultation-on-online-reputation/or/sub_or_24/; The Reporters Committee for Freedom of the Press, 
“Submission to the OPC’s Consultation on Online Reputation (Reporters Committee for Freedom of the 
Press),” 2016. https://www.priv.gc.ca/en/about-the-opc/what-we-do/consultations/consultation-on-online-
reputation/submissions-received-for-the-consultation-on-online-reputation/or/sub_or_23/ 
6 “MediaSmarts: Canada’s Centre for Digital and Media Literacy,” MediaSmarts, accessed March 27, 
2018, https://mediasmarts.ca/ 
7 “OER Commons & Open Education: The Future of Education, Co-Created With You,” OER Commons, 
accessed April 3, 2018, https://www.oercommons.org/about.  
8 Westin, Alan F. Privacy and Freedom. New York: Atheneum, 1967. 
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that protect certain aspects of the self from others.9 In online contexts, and 

especially within the realm of online reputation protection, this feature of Westin’s 

taxonomy is prominent: people craft identities for themselves, in different forums, 

that are often intended to be separate or isolated from one another.  

6. Though the OPC has acknowledged the complexity of the balance between 

individuals’ right to privacy and freedom of expression when it comes to digital 

permanency, the balance in the paper has not encompassed the complexity of the 

issue: Westin’s concept of “reserve” can illustrate this point. 

7. The examples presented in the context of balancing the right to privacy and 

freedom of expression are derived from defamation law, but the Supreme Court of 

Canada’s (SCC) definition of “public interest”10 may be broadly interpreted in cases 

where Westin’s taxonomy of “reserve” is violated. It is likely that this definition will be 

tested on moral grounds (For example, “John Smith teaches at a junior high school 

but is interested in collecting pro-Apartheid propaganda!”).  

Processes and mechanisms 

8. Policy enforcement mechanisms and procedures will be the de facto creators of 

the balance between the right to privacy and freedom of expression. The Draft OPC 

Position Paper shies away from defining these mechanisms and relies heavily on the 

search engines to develop and manage processes internally. 

9. An area where guidance is lacking is the absence of a guideline for handling de-

indexing or source takedown requests. An example of a direction that sets a non-

prescriptive mandate is the “timely access” provision in the Access to Information 

Act11. In the online context, damage to an individual’s reputation can become 

devastating in a short time frame. As an example, a tweet by Justine Sacco 

devastated her reputation and career in the span of a flight from New York to South 

Africa.12 We believe this is an area where the OPC can add clarity. There is room for 

separate, more strict provisions for timely request handling in the particular case of 

youth protection. 

10. The OPC’s stance on informing and responding can be made more explicit. The 

Draft OPC Position Paper makes no recommendations whether (or how) a search 

engine should acknowledge or respond to individuals once their request has been 

received or processed. A non-prescriptive mandate similar to that defined by the 

                                              
9 Ibid., 32. 
10 Grant v. Torstar Corp. [2009] 3 SCR 640, para. 105. 
11 Access to Information Act, R.S.C. 1985, c. A-1, sec. 2.1 
12 Jon Ronson, “How One Stupid Tweet Blew Up Justine Sacco’s Life,” The New York Times Magazine, 
February 12, 2015, https://www.nytimes.com/2015/02/15/magazine/how-one-stupid-tweet-ruined-justine-
saccos-life.html  

https://www.nytimes.com/2015/02/15/magazine/how-one-stupid-tweet-ruined-justine-saccos-life.html
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Access to Information Act13 could be used to keep third-party search engines and 

websites accountable for timely acknowledgment and processing of de-indexing or 

source removal requests.  

11. The Draft OPC Position could also clarify possible challenges related to the 

scope, nature, and content of communications about a request. For example, 

informing an online publisher that an article has been de-indexed or removed, even 

if the individual is not named, leads to the probable identification of the individual 

who was the subject of the request. This could lead to retaliatory publishing and 

further damage to the original requestor’s online reputation. Accordingly, the 

language should address cases when informing the online publisher of the de-

indexing is not in the public interest. 

Are there gaps that have not been identified in the position that 

require further direction from the OPC?  

12. Based on our analysis of the draft position document, we have identified some 

areas where further clarity or consideration may be needed. 

The definition of a search engine is unclear 

13. Neither the draft position paper nor existing PIPEDA legislation defines the term 

“search engine,” so there is an opportunity for the Office of the Privacy 

Commissioner to offer one. A definition could be broad: for example, “any site that 

indexes data (even in real time) to locate information”. The scope of the definition is 

important. The example we have offered would include resources like the Internet 

Archive,14 which is often the only source for online information that has been 

removed from other contexts. As a cautionary note about the impact of such a broad 

definition, the ability to de-index or remove material from the Internet Archive could 

have serious impact on single-source availability of information that might later be 

acknowledged as being in the public interest. 

An unwritten assumption in the position paper is that everyone with a 

presence on the internet uses a single identity  

14. We believe this is a dangerous assumption that does not reflect the way people 

interact in online environments. Westin’s concept of “privacy reserve”15 is prominent 

in online contexts: people craft identities for themselves, in different forums, that are 

                                              
13 Access to Information Act, R.S.C. 1985, c. A-1, sec. 2.1 
14 “Internet Archive: Digital Library of Free Books, Movies, Music & Wayback Machine,” Internet Archive, 

accessed March 27, 2018, https://archive.org/ 
15 Westin, Alan F. Privacy and Freedom. New York: Atheneum, 1967. 

https://archive.org/
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often intended to be separate or isolated from one another. For example, a 

GamerGate16 activist may create a persona to protect her physical location and 

identity; professionals with visible, high-profile careers may create an isolated 

personas for casual gaming, dating or other online social behaviours; young people 

may create a separate Instagram account, casually known as a “finsta,” to isolate 

posts from the sight of parents or casual acquaintances.17 Platforms like Google and 

Facebook actively encourage and facilitate the aggregation of online personas into a 

unified identity, creating a drive to craft and maintain separate containers for 

personal online expression.18   

15. When online personas become linked (due to “doxxing,”19 inadvertent or 

experimental cross-posting between identities, or algorithmic data analysis that de-

anonymizes or identifies individuals who expect privacy20), it is possible for 

reputational damage to occur. The draft paper briefly addresses this issue in 

“Factors relevant to assessing the public interest,”21 but public interest should not be 

the only consideration. Following the Supreme Court of Canada’s statements in Hall 

v. Scientology22 and Grant v. Torstar,23 general damage to reputation must be a 

factor. 

16. Further to the previous example, the Draft OPC Position Paper specifies that 

public interest may be assessed on the basis of “private life versus working life,”24 

but this definition does not account for Westin’s notion of “reserve” or situations 

where personal and professional identities are inseparable. An example in this 

context would be professional mommy-vloggers who earn a living by documenting 

and sharing details of their lives on YouTube. 

                                              
16 Caitlin Dewey, “The only guide to Gamergate you will ever need to read,” The Washington Post, 
October 14, 2014, https://www.washingtonpost.com/news/the-intersect/wp/2014/10/14/the-only-guide-to-
gamergate-you-will-ever-need-to-read/  
17 Brooke Erin Duffy, “The trend of fake Instagram accounts exposes the troubling way that work is taking 
over our lives,” Quartz, August 30, 2017, https://qz.com/1065732/finstas-or-fake-instagram-accounts-
expose-the-troubling-way-that-work-is-taking-over-our-lives/  
18 Scott Beale, “The Online Identity Crisis,” Wired, November 2014, 
https://www.wired.com/insights/2014/11/the-online-identity-crisis/  
19 “What doxxing is, and why it matters,” The Economist, March 10, 2014, 
https://www.economist.com/blogs/economist-explains/2014/03/economist-explains-9.  
20 Bruce Schneier, “Why Anonymous Data Sometimes Isn’t”, 2007. https://www.wired.com/2007/12/why-
anonymous-data-sometimes-isnt/.  
21 “Draft OPC Position on Online Reputation,” Office of the Privacy Commissioner of Canada, updated 
January 26, 2018, https://www.priv.gc.ca/en/about-the-opc/what-we-do/consultations/consultation-on-
online-reputation/pos_or_201801, sec.A.iii at para. 11. 
22 Hill v. Church of Scientology of Toronto, [1995] 2 SCR 1130, at para. 107-108. 
23 Grant v. Torstar Corp. [2009] 3 SCR 640, para 51. 
24 “Draft OPC Position on Online Reputation,” sec.A.iii at para. 11. 

https://www.washingtonpost.com/news/the-intersect/wp/2014/10/14/the-only-guide-to-gamergate-you-will-ever-need-to-read/
https://www.washingtonpost.com/news/the-intersect/wp/2014/10/14/the-only-guide-to-gamergate-you-will-ever-need-to-read/
https://qz.com/1065732/finstas-or-fake-instagram-accounts-expose-the-troubling-way-that-work-is-taking-over-our-lives/
https://qz.com/1065732/finstas-or-fake-instagram-accounts-expose-the-troubling-way-that-work-is-taking-over-our-lives/
https://www.wired.com/insights/2014/11/the-online-identity-crisis/
https://www.economist.com/blogs/economist-explains/2014/03/economist-explains-9
https://www.wired.com/2007/12/why-anonymous-data-sometimes-isnt/
https://www.wired.com/2007/12/why-anonymous-data-sometimes-isnt/
https://www.priv.gc.ca/en/about-the-opc/what-we-do/consultations/consultation-on-online-reputation/pos_or_201801
https://www.priv.gc.ca/en/about-the-opc/what-we-do/consultations/consultation-on-online-reputation/pos_or_201801
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There are no provisions for handling third-party requests for de-indexing or 

source removal 

17. The Draft OPC Position Paper does not cover situations where a de-indexing or 

source removal request may come from a third party as a result of incapacitation or 

a power-of-attorney condition. As an individual’s online reputation is linked to the 

status of related individuals, there should be clarity on whether, for example, a 

relative would be able to make a successful request for information relating to an 

incapacitated family member. This clarity should include whether or not the 

assessment of such claims would require power of attorney or other prerequisites. 

Schedule 1, Principle 4.6 of PIPEDA (and provisions under 4.9 and 4.10) 

do not address cases involving reputational damage through confused 

identity, shame or embarrassment 

18. Following the Westin taxonomy of “reserve”-based privacy,25 it is possible for 

information about an identified individual to be “accurate, complete and up-to-date”26 

yet still damaging to reputation. The Draft OPC Position Paper does not specifically 

address this case in spite of it being mentioned by multiple respondents to the initial 

consultation.27 As examples: 

a) A college professor who moonlights as a nude model would be negatively 

affected by the “truth” of this fact reaching his students; this disclosure may 

irreparably harm his ability to function in the professional context. 

b) An image or video clip of a teenager may be used to create an embarrassing 

meme that results in psychological distress, as in the case of Ghyslain Reza28 

(the “Star Wars Kid”). 

c) Shared names pose an additional issue with online reputations, particularly 

with individuals with the same names as others with a criminal history or 

negative reputations. Reputation issues from these identity confusions must 

be delicately balanced against the public’s interest in the information.29 As an 

                                              
25 Ibid. 
26 Personal Information Protection and Electronic Documents Act (PIPEDA), S.C. 2000, c. 5, Schedule 1, 
Principle 4.6.  
27 Anonymous, “Online Comment Form Submission No. 1,” 2016. https://www.priv.gc.ca/en/about-the-
opc/what-we-do/consultations/consultation-on-online-reputation/submissions-received-for-the-
consultation-on-online-reputation/or/sub_or_11/;  Anonymous, “Online Comment Form Submission No. 
2,” 2016. https://www.priv.gc.ca/en/about-the-opc/what-we-do/consultations/consultation-on-online-
reputation/submissions-received-for-the-consultation-on-online-reputation/or/sub_or_12/. 
28 Rebecca Hawkes, “Whatever happened to Star Wars Kid? The sad but inspiring story behind one of 
the first victims of cyberbullying”, 2006. https://www.telegraph.co.uk/films/2016/05/04/whatever-
happened-to-star-wars-kid-the-true-story-behind-one-of/.  
29 Samantha Grossman, “From Taylor Swift to Donald Trump: What It's Like to Share Your Name With a 

Celebrity”, November 13, 2015. http://time.com/4100308/sharing-your-name-with-a-celebrity/.  

https://www.priv.gc.ca/en/about-the-opc/what-we-do/consultations/consultation-on-online-reputation/submissions-received-for-the-consultation-on-online-reputation/or/sub_or_11/
https://www.priv.gc.ca/en/about-the-opc/what-we-do/consultations/consultation-on-online-reputation/submissions-received-for-the-consultation-on-online-reputation/or/sub_or_11/
https://www.priv.gc.ca/en/about-the-opc/what-we-do/consultations/consultation-on-online-reputation/submissions-received-for-the-consultation-on-online-reputation/or/sub_or_11/
https://www.priv.gc.ca/en/about-the-opc/what-we-do/consultations/consultation-on-online-reputation/submissions-received-for-the-consultation-on-online-reputation/or/sub_or_12/
https://www.priv.gc.ca/en/about-the-opc/what-we-do/consultations/consultation-on-online-reputation/submissions-received-for-the-consultation-on-online-reputation/or/sub_or_12/
https://www.telegraph.co.uk/films/2016/05/04/whatever-happened-to-star-wars-kid-the-true-story-behind-one-of/
https://www.telegraph.co.uk/films/2016/05/04/whatever-happened-to-star-wars-kid-the-true-story-behind-one-of/
http://time.com/4100308/sharing-your-name-with-a-celebrity/
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example in this area, France’s “Right to be Forgotten” legislation dealt with a 

hypothetical case involving a Mr. Plaignant who asks for online dating profile 

information to be removed to isolate his identity from those of people with 

shared names in other countries.30 

19. The OPC’s official position on reputation protection should address cases of 

public shame and embarrassment. Minimally, make specific reference to recent 

additions to the Criminal Code;31 however, there are situations where public 

embarrassment or shaming cannot trigger the provisions that were added by the 

Protecting Canadians from Online Crime Act in 2014. 

20. Accordingly, information on tools and methods available to Canadians for dealing 

with this kind of content should form part of the educational component for online 

reputation protection. 

Algorithmic variations across search engines make breaches of reputation 

hard to detect 

21. In the section related to PIPEDA 5(3),32 the OPC considers cases where a 

search for an individual’s name returns information. Since search engine algorithms 

provide results subjectively, tailoring results to suit individual user profiles, these 

breaches may be hard to detect. Moreover, the Draft OPC Position Paper makes no 

specific mention of search results based on other personally-identifiable pieces of 

information such as email addresses, phone numbers, student numbers, social 

insurance numbers, etc. The statement that search engines “should be required to 

remove the links to the content in question from its search results for searches 

performed on the individual’s name”33 (emphasis added) is insufficient.  

Language about digital literacy education could be more specific 

22. While youth digital literacy education is an important issue to address in this 

paper, young adults are already highly aware of online privacy issues online, control 

their online reputation through various means, and take active steps to increase their 

privacy.34 What is apparent is that youth use a predominantly social means of 

controlling their privacy (e.g., asking for permission before posting a photo, and 

                                              
30“[Infographie] Portée du déréferencement de M.Plaignant appliqué par Google,” March 24, 2016. 
https://www.cnil.fr/fr/infographie-portee-du-dereferencement-de-mplaignant-applique-par-google.  
31 Protecting Canadians from Online Crime Act, S.C. 2014, c.31 
32 “Draft OPC Position on Online Reputation,” sec. A.iii.5(3). 
33 “Ibid., sec. A.iii.5(3) at para. 9 
34 Matthew Johnson, “Submission: Online Reputation and Youth: Helping a Vulnerable Population Secure 
Their Digital Future”, 2016. https://www.priv.gc.ca/en/about-the-opc/what-we-
do/consultations/consultation-on-online-reputation/submissions-received-for-the-consultation-on-online-
reputation/or/sub_or_14/  

https://www.cnil.fr/fr/infographie-portee-du-dereferencement-de-mplaignant-applique-par-google
https://www.priv.gc.ca/en/about-the-opc/what-we-do/consultations/consultation-on-online-reputation/submissions-received-for-the-consultation-on-online-reputation/or/sub_or_14/
https://www.priv.gc.ca/en/about-the-opc/what-we-do/consultations/consultation-on-online-reputation/submissions-received-for-the-consultation-on-online-reputation/or/sub_or_14/
https://www.priv.gc.ca/en/about-the-opc/what-we-do/consultations/consultation-on-online-reputation/submissions-received-for-the-consultation-on-online-reputation/or/sub_or_14/
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asking permission to take a picture down),35 and will defer to those means before 

searching for policy-based tools to amend a breach of privacy or reputation.36 As 

such, youth may not be entirely aware additional tools they may have at their 

disposal. Digital literacy education for youth can provide this awareness. 

23. Digital literacy education and awareness for adults is also crucial since many of 

the issues raised for youth (the ability to experiment with online identity, to evolve 

attitudes and opinions,37 etc.) apply to all Canadians, regardless of age. Our 

experience in teaching Protecting Your Online Privacy workshops to adults 

illustrates that they, like young people, are not aware of the tools and mechanisms at 

their disposal for privacy and reputation management; that they are experimenting 

with their online identities as a reaction to novel and evolving technologies; and that 

they are prone to making mistakes as they integrate and negotiate the ever-

advancing environment of online communication tools. 

Conclusion 

24. A summary of our key recommendations is as follows: 

a) Guidelines for handling de-indexing and source removal requests should be 

created, including provisions for timing, the scope and nature of 

communication related to requests, and accessibility of these processes to 

third parties. 

b) The Office of the Privacy Commissioner has an opportunity to re-frame its 

position by taking a more nuanced definition of online identity, which is not 

singular or static, into account. 

c) Consider that the evolving online information environment means that data 

other than a person’s name can be used to identify, de-anonymize, and target 

unique individuals with information that may be damaging to online reputation. 

d) Include adult education in the scope of digital literacy enhancement initiatives. 

e) Address gaps in PIPEDA legislation for situations where online information is 

accurate, complete and up-to-date but still damaging to online reputation. 

25. The government recognizes the Office of the Privacy Commissioner as an 

authority in this area. While the OPC does not have order-making power, this 

initiative provides an opportunity for the OPC to make firm recommendations. The 

OPC is a recognized authority in the area of privacy rights and should exercise its 

                                              
35 Ibid.  
36 Ibid..  
37 Yun Li-Reilly, “Submission: Children’s Right to be Forgotten”, 2016. https://www.priv.gc.ca/en/about-
the-opc/what-we-do/consultations/consultation-on-online-reputation/submissions-received-for-the-
consultation-on-online-reputation/or/sub_or_26/  

https://www.priv.gc.ca/en/about-the-opc/what-we-do/consultations/consultation-on-online-reputation/submissions-received-for-the-consultation-on-online-reputation/or/sub_or_26/
https://www.priv.gc.ca/en/about-the-opc/what-we-do/consultations/consultation-on-online-reputation/submissions-received-for-the-consultation-on-online-reputation/or/sub_or_26/
https://www.priv.gc.ca/en/about-the-opc/what-we-do/consultations/consultation-on-online-reputation/submissions-received-for-the-consultation-on-online-reputation/or/sub_or_26/
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position to create impactful policy change. This has occurred recently with the 

promising weight that the House of Commons gave the OPC’s recommendations for 

Bill C-58.38 Rather than recommend that Parliament undertake a separate full 

review, the OPC should recommend that Parliament create draft legislative and legal 

changes in partnership with the OPC.  

 

  

                                              
38 Office of the Information Commissioner of Canada, “Failing to Strike the Right 
Balance for Transparency: Recommendations to Improve Bill C-58”, 2017. 
http://www.cioic.gc.ca/telechargements-downloads/userfiles/files/eng/reportspublications/Special-
reports/OIC_SpecialReport2017_ENG_Online(1).pdf.  

http://www.cioic.gc.ca/telechargements-downloads/userfiles/files/eng/reportspublications/Special-reports/OIC_SpecialReport2017_ENG_Online(1).pdf
http://www.cioic.gc.ca/telechargements-downloads/userfiles/files/eng/reportspublications/Special-reports/OIC_SpecialReport2017_ENG_Online(1).pdf
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